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DECODER RING 
What are some ways to encrypt secret messages? 

  

 

Whether you’re a student passing notes in class or a spy trying to send a 
foreign communiqué, the ability to send a secret note is sometimes critical.  
But how are such secret messages created, and how can they be decoded 
when they reach their destination? 

In this lesson, students learn about encrypting and decrypting messages using 
ciphers.   After encrypting messages both graphically and algebraically, 
students try to decrypt some messages too.  In the end, they’ll learn what 
makes for a useful cipher, and what makes a cipher impossible to decode. 

 

Primary Objectives 
 

• Encode messages using different types of ciphers 
• Decode messages using different types of ciphers 
• Encode and decode messages using graphical representations of ciphers 
• Determine what features of a cipher make it a good or a bad candidate for encrypting messages 

 
 

Content Standards (CCSS) Mathematical Practices (CCMP) Materials 
   

Grade 8 
Functions 

F.1 
IF.1, BF.4.a, BF.4.c 

MP.1, MP.2 • Student handout 
• LCD projector 
• Computer speakers 

    
 

Before Beginning… 

Students should be comfortable evaluating linear and quadratic functions, and should have experience interpreting 
graphs of functions.  This lesson can be used to introduce some concepts from the study of inverse functions; prior 
exposure to inverse functions isn’t required, though it may help enrich some of the mathematical conversation. 
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Preview & Guiding Questions 

Students watch a clip from the 1983 film A Christmas Story.  In the clip, Ralphie Parker is over the moon about his 
newfound membership into the Little Orphan Annie Secret Circle.  As part of his membership he receives a decoder 
ring, which he promptly uses to decode a message from Annie sent over the radio.  His joy is soon diminished, 
however, when he learns that the messages Annie sends are really just radio ads.  (“Be sure to drink your Ovaltine!”) 

When the clip is finished, ask students to describe what they just saw.  Some of them might not be familiar with 
decoder rings, which allow you to quickly write secret messages by replacing letters in a message by other letters.  
Even if students aren’t familiar with the ring, though, they’re sure to be familiar with secret messages.  Ask students 
why people might want to send secret messages, and how they might do it.  You may get quite a few answers: 
maybe people come up with sophisticated secret codes, or create their own alphabets.  However, the answer you’ll 
need to elicit is that it’s possible to create a secret message by replacing the letters in the message by other letters 
in the alphabet. 

Of course, even sticking to the alphabet, there are a number of ways to encrypt a message.  You could shift every 
letter one place over (A to B, B to C, and so on).  Maybe you could switch each letter with the one at the opposite 
end of the alphabet (A to Z, B to Y, and so on).  The mechanics of the switch aren’t important for now; once students 
have been exposed to the idea of swapping letters in the alphabet to compose secret messages, they’ll be ready for 
the main lesson.  

• What’s Ralphie doing in the clip you just saw? 
• Why might someone want to send a secret message? 
• Have you ever sent a secret message to someone?  How did you do it? 
• If you wanted to write a secret message while still using our usual alphabet, how might you do it? 

 

Act One 

To begin, students are given rules for creating different shift ciphers, which are simple rules for replacing letters in 
the alphabet with other letters.  Using these ciphers, students encrypt several messages and decrypt several more.  
Then, they look at a graphical representation of a cipher, and use the graph to decrypt a final message.  In each case, 
the cipher works by taking a letter in a message, moving a certain distance down the alphabet to a new letter, and 
replacing the message’s letter by the new one.  

 

Act Two 

In Act One, all of the ciphers students worked with simply shifted the alphabet by some fixed amount (for example, 
A goes to F, B goes to G, C goes to H, and so on).  In Act Two, students explore more complicated rules for generating 
ciphers.  After encrypting messages from ciphers defined by linear and quadratic functions, students will once again 
try to decrypt some messages.  This time, however, they’ll find that not all ciphers can be easily decrypted.  By 
analyzing the graphs of the different ciphers, students will discover that the graph of a good cipher must pass a 
horizontal line test: no two points on the graph can have the same y-coordinate.  If a cipher passes the horizontal 
line test, then it is possible to decrypt any message that’s been encrypted with that cipher.  In other words, the 
encryption is invertible!  
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Act One: A Christmas Story 

1 When people need to send secret messages, they can scramble the letters using a cipher.  A cipher is a rule that 
replaces one letter with another, and there are many different kinds.  In a “shift 1” cipher, for instance, every 
letter shifts to the left by one place; the letter A in the original word is encoded as b, B is encoded as c, etc. 

Below, use each cipher to rewrite the alphabet.  Then, encode each original word. 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

Original A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

Cipher, Shift 1 b c d e f g h i j k l m n o p q r s t u v w x y z a 

Cipher, Shift 10 k l m n o p q r s t u v w x y z a b c d e f g h i j 

Cipher, Shift -7 t u v w x y z a b c d e f g h i j k l m n o p q r s 
 

Original Msg. YOULL SHOOT  YOUR EYE  OUT 

Cipher Shift 1 Shift 10 Shift -7 

Encoded Msg. zpvmm cryyd iyeb xrx hnm 

 

 
Explanation & Guiding Questions 

The "shift 1" cipher should be fairly straightforward for students, since each letter shifts to the next letter in the 
alphabet: D goes to E, E goes to F, F goes to G, and so on.  The "shifts to the left" phrasing may initially be confusing, 
because "A" becoming "b" feels like shifting to the right.  However, this will be cleared up once students start 
writing down shifted alphabets... the new alphabet is shifted one to the left in a shift 1 cipher. 

For the other shifts, it takes some work to figure out how the letter A gets encoded. Just as the Shift 1 cipher moves 
every letter to the left by 1, the Shift 10 cipher must shift every letter to the left by 10.  This puts the letter K in the 
0th position, meaning that A gets sent to K.  (Note: the only difference for ciphers with negative numbers is that they 
shift letters to the right, not to the left.) 

Once students know how A gets encoded, completing the cipher is just a matter of following the alphabet.  For 
example, if A gets sent to K, B must get sent to L, and so on.  If one letter gets encoded to Z, then the next goes to A.  

• What letter does E get encoded as in the Shift 1 cipher?  What about F? 
• What letter do you think A gets encoded as with a Shift 10 cipher?  Why? 
• Since P gets encoded as Z in the Shift 10 cipher, what letter does Q get encoded as? 
• Once you know that the Shift 10 cipher sends A to K, how can you figure out the rest of the cipher? 
• What letter does A get sent to with the Shift -7 cipher?  What about the other letters? 

Deeper Understanding 

• How many distinct shift ciphers are there? (26, since A can be sent to any of the letters from A to Z.) 
• Can you describe the Shift -7 cipher as a shift with a positive number?  (Shift -7 is the same as Shift 19.) 
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2 The following words were encoded using the ciphers above (but not necessarily in order).  Can you decode them? 

Encoded Msg. wywwic mjuumf ibzzbx 

Cipher Shift 10 Shift 1 Shift -7 

Original Msg. MOMMYS LITTLE PIGGIE 

 

 
Explanation & Guiding Questions 

First students encrypted some messages, now they'll see how messages are decrypted.  In order to decrypt a 
message, however, you need information about how the message was encrypted in the first place. 

In this question, students know that each message was encoded using one of three possible shift ciphers.  To figure 
out which cipher was used, the simplest thing is to guess-and-check: start decrypting with one of the ciphers and 
see if the resulting message makes any sense.  For example, if you try to decrypt the first message – wywwic – using 
the Shift 1 cipher, the first two letters are v and x.  Since no word starts with those two letters, the Shift 1 cipher 
couldn’t have been used.  Similarly, the Shift -7 cipher isn’t right either, since in that case the first two letters of the 
message would be d and f.   

When it comes to decrypting the message, there are a couple of approaches that students might take.  The simplest 
is to use the table from the previous question.  For example, once students know that the Shift 10 cipher was used 
to encrypt the first message, they can compare letters in the “Cipher, Shift 10” row of the table to letters in the 
“Original” row.  For example, in the Shift 10 row, the letter W is in the same column as the letter M in the Original 
row.  This means that the letter W in the first message is really an encrypted letter M. 

Some students may also realize that they can decrypt a message by using a different cipher.  For example, if a 
message was encrypted with a Shift 1 cipher, it can be decrypted with a Shift -1 cipher.  If they have this realization, 
great!  However, the messages can be decrypted just fine without this understanding. 

• Which cipher couldn’t have been used to make the first encoded message?  How do you know? 
• Which cipher was used to make the first encoded message?  How do you know? 
• How did you decrypt the message once you knew which cipher to use? 

Deeper Understanding 

• If a message is encrypted with a cipher shift, can it always be decrypted with a cipher shift?  (Yes.  For 
example, a message encrypted with a shift of 10 can be decrypted with a shift of -10.) 

• If a message is encrypted with a cipher shift, can it ever be decrypted with the same cipher shift?  (Only if the 
cipher is Shift 13.) 
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3 Someone sent the secret message, “T  ECTAWP  OZR  OLCP  JZF.”  Instead of using the alphabet table to encode 
it, though, she used the graph below.  Can you figure out the cipher and decode the message? 

En
co

de
d 

Le
tt

er
 (#

) 

 

Letter 0 (A) encoded as Letter 11 (L), 
so cipher = +11 (same as -15) 

 
Original Message: 

 
“i  triple  dog  dare  you” 

 

 

Original Letter (#)  
 

Explanation & Guiding Questions 

The first step to understanding the cipher is understanding the graph.  To begin, ask students about certain points 
on the graph.  For instance, the first point on the graph has an x coordinate of 0 and a y coordinate of 11.  This 
means that the number 0 is mapped to the number 11.  Similarly, 1 is mapped to 12 and 2 is mapped to 13, so it 
looks like each number is mapped to itself plus 11.  In other words, this graph appears to represent a Shift 11 cipher.  
Since 0 represents A, 11 represents L, and this means that A is encoded as L, B is encoded as M, and so on. 

Students will undoubtedly notice the jump in the graph, though.  For instance, while 14 is mapped to 14 + 11 = 25, 
15 gets mapped to 0.  While this may be confusing based on the graph, it makes sense if we think in terms of the 
alphabet.  The number 14 corresponds to the letter O, and is mapped to the number 25, which maps to the letter Z.  
Then the alphabet wraps around so that the next letter (P) gets mapped to the first letter of the alphabet (A).  That’s 
why the number 15 (corresponding to P) gets mapped to the number 0 (corresponding to A).  Mathematically, 
what’s happening is that we’re taking a number, adding 11 to it, and then subtracting 26 if the sum is at least 26 (or, 
if you want to be even fancier about it, we’re doing a little bit of arithmetic modulo 26). 

Once students have the cipher and understand the graph, they can begin to decrypt the message.   To emphasize 
the use of the graph, it may help for students to re-label the x and y axes to use letters instead of numbers.  Once 
that’s done, they can more easily decrypt the message.  For example, the first letter in the message is T, which 
corresponds to the number 19.  The point with a y-coordinate of 19 has an x-coordinate of 8, which corresponds to 
the letter I.  So T gets decrypted as I.  The rest of the message can be decrypted in the same way. 

You've undoubtedly recognized the cipher, the rule that maps inputs to outputs, as a function.  And the deciphering, 
the rule that takes the coded message and outputs the intended message, as its inverse function.  If understanding 
this vocabulary is a goal of your class, here’s an opportunity to include this language in your conversation. 

• What letter does 0 represent?  What letter does A get encoded as?  B?  C? 
• What happens when the input is the 15th letter?  Why does it jump to the bottom of the graph? 
• How did you use the graph to decrypt the message? 
• (If appropriate) What do ciphers have to do with the ideas of "function" and "inverse function"? 

Deeper Understanding 

• Which do you think is better: using a table to decrypt a message, or a graph?  (Answers will vary.) 
• What would it mean if a point on the graph had equal x and y coordinates?  (A letter in the cipher gets 

encoded as itself.) 
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Act Two: Decipher 

4 In addition to shift ciphers, we can encode messages using more complicated ciphers.  Encode the alphabet for 
each cipher: 2x + 3, 3x, and x2, where x represents a letter in a message.  Then, match each graph with its cipher. 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 
Original A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
C = 2x + 3 d f h j l n p r t v x z b d f h j l n p r t v x z b 
C = 3x a d g j m p s v y b e h k n q t w z c f i l o r u x 
C = x2 a b e j q z k x m d w r o n o r w d m x k z q j e b 

 

   
 

 

Explanation & Guiding Questions 

The ciphers in this question get complicated, and there are some pitfalls you may need to help students avoid. First, 
unlike before, just knowing what happens to A doesn’t make the rest of the message easy to decipher.  In the 
previous questions, once you know how A was encoded, you could just follow along with the alphabet to complete 
the cipher.  Here, that’s no longer the case: for example, the first cipher sends A to D, but B to F (not E).   

Second, the rules for mapping letters may cause some confusion.  For example, the first cipher maps M to the letter 
represented by 2(12) + 3 = 27.  This number is larger than 26, so we subtract 26 to get 1 and find that M maps to B. 
Similarly, this cipher maps Z to the letter represented by 2(25) + 3 = 53.  However, this time subtracting 26 gives us 
53 – 26 = 27, which is still too large!  In this case we must subtract 26 again, i.e. we wrap around the alphabet more 
than once.  This gives us 27 – 26 = 1, so that Z, like M, gets mapped to B.  When doing these calculations, if the result 
is larger than 26, students must keep subtracting 26 until they get a value within the correct range.   

Once students have completed all of the ciphers, identifying the graphs should be fairly straightforward.  For 
example, two of the graphs map A to A, which means that the orange graph must correspond to the 2x + 3 cipher.  
Looking at how B gets mapped will allow students to distinguish between the two remaining graphs. 

• What letter does A get sent to with the first cipher? 
• With the first cipher, since A gets sent to D, does that mean B gets sent to E?  Why not? 
• With the first cipher, what letter does M get sent to?  What about Z? 
• What does A get sent to with the second cipher?  What about B? 
• Which graph corresponds to each cipher?  How do you know? 

Deeper Understanding 

• Does each cipher send each letter to a different encoded letter?  (No; e.g. 2x + 3 sends both M and Z to B.)  
• Are there letters that don’t get used by any of the ciphers?  (Yes; e.g. 2x + 3 doesn’t send any letter to A.) 
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5 Encode the message “THIS IS GREAT” using the three ciphers: 2x + 3, 3x, and x2.  When you’re done, try to decode 
the encoded messages below. 

Original Msg. THIS  IS  GREAT THIS  IS  GREAT THIS  IS  GREAT 

Cipher 2x + 3 3x x2 

Encoded Msg. prtn  tn  plldp fvyc  yc  szmaf xxmm  mm  kdqax 

 

Encoded Msg. frbbll dzmaeyns  baj  nqqm 

Cipher 2x + 3 3x x2 

Original Msg. (BO)(HU)(MZ)(MZ)(ER)(ER) BREAKING (BZ)A(DX)  N(EW)(EW)(IS) 

 

 
Explanation & Guiding Questions 

Since students have both a completed table and graphs of these ciphers, encrypting the “THIS IS GREAT” message 
should be straightforward.  For example, they may see from the table that 2x + 3 sends T to P, H to R, I to T, and so 
on.  If students have difficulty, refer them back to their work from the previous question. 

While encrypting should go smoothly, decrypting is another matter.  Once students try to decrypt the given 
messages, they’re likely to notice something strange: many of the decrypted letters can’t be traced back to a single 
letter!  For example, the first encoded message starts with the letter F.  Some students will claim that the first letter 
of the message must therefore be B, since B gets sent to F under the 2x + 3 cipher.  Other students may claim that 
no, the first letter must be O, since O gets sent to F under the 2x + 3 cipher.  In fact, both claims are true!  Unlike the 
shift ciphers from Act One, some of these ciphers are sending multiple letters to the same letter.  As students will 
quickly find out, this can make decryption quite a headache. 

In the examples above, two ciphers (2x + 3 and x2) typically send pairs of letters to the same letter.  Only the 3x 
cipher maps letters to unique encoded letters, making decryption possible.  While some students may be able to 
figure out all the messages anyway (“BUMMER,” “BREAKING,” and “BAD NEWS”), it’s clear that only one of these 
ciphers is a realistic option for those who want to send a longer encrypted message.  

• What letter does T get sent to by the 2x + 3 cipher?  What about the other letters? 
• What’s the encoded message for “THIS IS GREAT” with the 3x cipher?  The x2 cipher? 
• What letter gets sent to F by the 2x + 3 cipher?  Did everyone get the same answer? 
• How many letters get sent to F by the 2x + 3 cipher?  What about other letters in the encoded message? 
• Which of the messages do you think you can decipher?  Which can you definitely decipher? 

Deeper Understanding 

• If you had to encode a long message, which of these ciphers would you use, and which wouldn’t you use?  
(3x seems like the only cipher worth using, since the other ciphers encrypt different letters as the same letter, 
making decryption difficult.) 

• How many possible will get encoded as “frbbll” under the first cipher? (26 = 64) 
• How many messages will get encoded as “baj nqqm” under the third cipher? (25 = 32) 
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6 Imagine you wanted to send a secret message, and first had to come up with a cipher.  Instead of encoding the 
alphabet, how could you look at the graph to determine whether or not it would be a good cipher?  Explain. 

If the graph has two points that are on the same horizontal line, this means that the cipher will encrypt those two 
letters as the same letter.  That means the cipher isn’t very good, since it will be hard to decrypt the message. 

 
Explanation & Guiding Questions 

By now, students know that not every rule they come up with to define a cipher will make for a usable cipher.  
While shift ciphers weren’t a problem, and the 3x cipher was possible to decrypt, 2x + 3 and x2 both encrypted 
different letters as the same letter, making decryption difficult. 

There’s a geometric way to determine what makes for a good cipher, and the purpose of this question is to guide 
students towards that geometric understanding.  If you look at the graph of the 2x + 3 cipher or the x2 cipher, you’ll 
notice something about letters that get encrypted as the same letter: they have the same y-coordinate.  (To put it 
another way, they lie on the same horizontal line.)  For example, 2x + 3 sends A and N to the letter D; if you look at 
the graph, the mapping of A to D is represented by the point (0, 3), while the mapping of N to D is represented by 
the point (13, 3).  Both points have a y-coordinate of 3. 

In fact, this is always true, and there are many more examples of it in the graphs of the 2x + 3 and x2 cipher.  Points 
that lie on the same horizontal line represent failures of the cipher; that is, they always represent letters that get 
encrypted as the same letter by the cipher.  This means that in order for the cipher to work properly, no two points 
on the graph should fall on the same horizontal line.  In other words, the graph needs to pass a horizontal line test!   

If this sounds like familiar territory from the study of inverse functions, it should.  After all, decrypting a message is 
really a process of undoing an encryption.  But if the encryption process isn’t invertible, then there’s no reason to 
expect that decryption should be possible.  Of course, the whole point of encrypting a message is to have someone 
eventually decrypt it, which is why it’s important to have rules that are invertible.  And that’s why invertible ciphers 
will be the useful ones.  Although it's not necessary for understanding this lesson, you should feel free to formalize 
this idea with function language, for example, "In order for a function to have an inverse, it graphically must pass a 
horizontal line test.  Functions that pass this test are known as one-to-one." 

• What are two letters that get mapped to the same letter by the 2x + 3 cipher? 
• Find points for two letters that get encrypted as the same letter by the 2x + 3 cipher; what do you notice? 
• Is it always true that if two points are on the same horizontal line, they represent letters that are mapped to 

the same letter by the cipher? 
• When creating a graph for a cipher, what do you want to avoid? 

Deeper Understanding 

• What would it mean if two points were on the same vertical line?  (It would mean that the cipher is 
encrypting one letter as two separate letters, which doesn’t make sense.) 

• Can you come up with a cipher that would be impossible to crack?  (Answers will vary.  If you send every 
letter in a message to the letter A, then any decrypted message will be essentially impossible to decrypt.) 
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